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Russia-Ukraine Conflict Brings Cyber Security Into Focus 

Our Conclusion 

The longer-term implications of the Russia-Ukraine conflict largely remain 
unknown, but it is reasonable to assume an elevated cyber risk in the future. 
Cyber attacks are possible at any time, but in an environment of heightened 
tensions in Europe, we advise issuers and investors to have a cyber incident 
response plan in place. 

For investors looking to gain exposure to cyber security, we specifically 
highlight the Nasdaq First Trust Cybersecurity ETF (CIBR US) and the 
Evolve Cyber Security Index Fund (CYBR CN) as the largest ETFs in the 
U.S. and Canada, respectively. For investors looking for specific Canadian 
equities, we also reference CGI and Magnet Forensics as having leading 
cyber security service offerings.  

Key Points 

The risk of cybercrime has been increasing each year. Globally, there is a 
cyber attack at least every 49 seconds. Last year’s most notable cyber-
attack was on the Colonial Pipeline system, which affected almost half of the 
U.S. East Coast fuel supply. For those interested, testimony of that day’s 
events to Congress can be viewed here.   

Cyber risk is still an emerging threat, and it is important for business to stay 
ahead of the curve as much as possible. For those looking to get up to 
speed on the topic, we provide a comprehensive list of questions to assist 
investors in gauging management’s level of preparedness of a cyber event. 
This list can be seen in Appendix 1 on page 7 of this report.  

From an ESG perspective, carbon emissions tend to get the most attention. 
Governance issues tend to be the least mentioned across ESG. However, 
we have seen increased awareness of governance topics – most recently 
around dual-class share structures and insider ownership. We believe the 
importance of data protection will also continue to increase over time and 
become a key governance topic.  

At a time when global supply chains are already stressed, it is important for 
investors and businesses to also think of the cyber risk across the supply 
chain. If the regrettable situation in Ukraine has taught us anything, political 
risk and general concerns about the security of (commodity) supply chains 
are back in focus. This has read-throughs to the security of data across 
supply chains as well.  
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The Ukraine Conflict Risks A Spike In Cyber Crime 
Almost two weeks into the Ukraine conflict and we still lack clarity into an expected outcome. 
Over the last week, it appears Western sanctions are having an impact on the Russian 
economy; the central bank hiked interest rates to 20%, cash exports of foreign currency are 
limited to US$10,000 and the country’s stock exchange has remained closed since February 28.  

How the situation unfolds remains uncertain, but it seems Putin is intent on increasing 
Russia’s sphere of influence on the continent. Economically, the country is the 11th largest in 
the world (13th assuming a 10% GDP decline this year), but militarily it is a world leader. The 
country is also one of the most sophisticated state-sponsors of cyber activity. The bar charts 
in Exhibit 1 show the most active state-sponsors of cyber activity (proxied here by types of 
ransomware), with all the usual suspects. Iran and Russia top the list. 

Exhibit 1: State-sponsored Cyber Activity – Ransomware Strains By Country, Current  

 

Source: Chainalysis and CIBC World Markets Inc. 

The largest cyber-attacks in the last two years were linked back to Russia; first, the 
SolarWinds hack in 2020 affecting thousands of organizations across U.S. public and private 
sectors, and the Colonial Pipeline ransomware attack in May of last year. The latter led to 
Colonial shutting down its pipeline system for days, affecting almost half of the U.S. East 
Coast fuel supply and leading to gasoline price spikes and shortages.  

Even before the Ukrainian situation, cyber-attacks have been on the rise. As the bar charts 
show in Exhibit 2, cyber attacks were up 50% in 2021 (left chart) and the average cost of a 
data breach rose to US$4.2 million (middle chart). The total crypto dollar value of 
ransomware attacks (where hackers hijack information or IT systems and then demand a 
ransom) accounted for about US$600 million (right chart). Almost three-quarters of this 
US$600 million in 2021 was traced back to Russian hackers.  

 Exhibit 2: Cyber Risk – Number Of Cyber Attacks, Cost Per Data Breach And Ransomware Cost – Last Five Years 

 

Source: Check Point, IBM, Chainalysis and CIBC World Markets Inc. 

It is reasonable to expect the level of cyber activity to increase in the future. Even if peace 
comes to Ukraine in the near term, the global isolation around Russia is likely to stay in place 
for years, given the events that have already transpired. Companies from countries placing 
sanctions on Russia are also likely at elevated levels of cyber risk.  
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Cyber Security In The Context Of ESG 
In the world of ESG, the “G” (governance) gets little attention. This is largely the case for two 
reasons. Firstly, there has been an overwhelming focus within ESG on environmental 
(greenhouse gas) concerns. Secondly, the consideration of governance issues is already 
widely adopted in traditional investment analysis.  

Typical governance metrics such as executive compensation, insider ownership, dual-class 
share structures are all important, but over the last few years cyber security has increasingly 
become a key governance concern. This makes sense given the wide adoption of technology 
and businesses’ reliance on information/data systems in everyday business operations.  

Data protection in the context of ESG is seen as most relevant to sectors where services are 
either internet-based such as Information Technology and Communication Services (e-
commerce, cloud-based services, etc.), or those involving sensitive digital information such 
as Financials and Health Care (account details, medical records, etc.). 

SASB’s disclosure standards for these sectors include data protection-related metrics. This 
includes disclosing the number of data breaches, the percent of breaches involving 
personally identifiable information, and a description of the approach to identify data security 
risks, to name a few. For more detail, please see SASB’s Materiality Finder (see link). 

Having said this, businesses across all sectors are vulnerable to cyber risk. For investors 
looking to get up to speed on the topic, we present a list of questions in Appendix 1 that is a 
good starting point when engaging with management in assessing the level of preparedness 
for a cyber event. 

Investment Opportunities Arising from Cyber Risk 
One of the easiest ways to gain financial exposure to this topic is to invest in businesses 
providing data protection services via a cyber security ETF. Since the start of 2019, cyber 
security ETFs have consistently seen net inflows and have gathered US$7.4B of new assets. 
Coupled with strong performance of the underlying equities, this has resulted in total assets 
held within cyber security ETFs reaching about US$14B currently. This can be seen in the 
bar/line graph shown below in Exhibit 3. 

Exhibit 3: Cyber Security ETFs – Monthly Fund Flows And Net Assets, Jan. 2019 To Date 

 

Source: Bloomberg and CIBC World Markets Inc. 
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In the table in Exhibit 4, we include a list of the largest cyber security ETFs globally. The First 
Trust NASDAQ Cybersecurity ETF (CIBR US) is the largest and most actively traded cyber 
security ETF. The ETF tracks the Nasdaq CTA Cybersecurity Index, whose constituents are 
determined by the Consumer Technology Association. The Canadian-listed CIBR CN is 
essentially a wrapper for the larger U.S.-listed ETF. 

Evolve’s CYBR is the largest cyber security ETF in Canada. The ETF tracks the Solactive 
Global Cyber Security Index, which consists of a mix of Software & Services and Equipment 
companies. The ETF is offered in multiple currency options, including CAD-Hedged (CYBR 
CN), CAD-Unhedged (CYBR/B CN), and USD (CYBR/U CN). 

The recently launched Horizons GX Cybersecurity Index ETF (HBUG CN) is essentially a 
wrapper for the larger Global X Cybersecurity ETF (BUG US), with the added feature of FX 
hedging. In comparison with other cyber security ETFs, HBUG’s exposure to Software & 
Services companies is the highest at 90%+ of the portfolio. 

For additional trading statistics around these ETFs, refer to the table in Appendix 2. 

Exhibit 4: Cyber Security ETFs – Largest ETFs By Fund AUM, North America And International, Current 

Ticker ETF Name 
AUM 

USD mln MER Underlying Index 

North America-Listed  

CIBR US Equity First Trust NASDAQ Cybersecurity ETF 5,944 0.60 Nasdaq CTA Cybersecurity Index 

HACK US Equity ETFMG Prime Cyber Security ETF 2,049 0.60 Prime Cyber Defense Index 

BUG US Equity Global X Cybersecurity ETF 1,166 0.50 Indxx Cybersecurity Index 

IHAK US Equity iShares Cybersecurity and Tech ETF 587 0.47 NYSE FactSet Global Cyber Security Index 

CYBR CN Equity Evolve Cyber Security Index Fund 196 0.63 Solactive Global Cyber Security Index 

WCBR US Equity WisdomTree Cybersecurity Fund 40 0.45 WisdomTree Team8 Cybersecurity Index 

CIBR CN Equity First Trust Nasdaq Cybersecurity ETF 28 0.76 Nasdaq CTA Cybersecurity Index 

HBUG CN Equity Horizons GX Cybersecurity Index ETF 2 0.55 * Indxx Cybersecurity Index 

Internationally-Listed  

USPY LN Equity L&G Cyber Security UCITS ETF 2,858 0.69 ISE Cyber Security UCITS Index 

HACK AU Equity BetaShares Global Cybersecurity ETF 550 0.67 Nasdaq CTA Cybersecurity Index 

CIBR LN Equity First Trust Nasdaq Cybersecurity UCITS ETF 373 0.60 Nasdaq CTA Cybersecurity Index 

CYBR LN Equity Rize Cybersecurity and Data Privacy UCITS  133 0.45 Foxberry Tematica Research Cybersecurity & Data 
Privacy Index 

HRLF204 IT Equity Harel Sal 4A ISE Cyber Security Dollar-Hedged 124 0.63 ISE Cyber Security Index 

WCBR LN Equity WisdomTree Cybersecurity UCITS ETF 67 0.45 WisdomTree Team8 Cybersecurity Index 

00875 TT Equity Cathay Cyber Security ETF 42 1.18 ISE Cyber Security Index 

Note: *MER is estimated as the actual MER is not yet available. Source: Bloomberg and CIBC World Markets Inc. 

Although the ETFs in the above list each provide similar exposure and have significant 
overlaps, there are some differences in their underlying methodologies. This can result in 
differences in holdings. In the table in Exhibit 5, we provide a summary of some of the most 
widely tracked cyber security indices and their respective methodologies. 

  

CIBR US and CYBR CN are 
the largest cyber security 
ETFs in the U.S. and 
Canada, respectively
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Exhibit 5: Cyber Security Indices – Index Methodologies, March 2022 

 

Nasdaq CTA Cybersecurity 
Index 

Indxx Cybersecurity Index Solactive Global Cyber 
Security Index 

NYSE FactSet Global Cyber 
Security Index 

ETFs CIBR US 
CIBR CN (CAD-Unhedged) 
CIBR LN 
HACK AU 

BUG US 
HBUG CN (CAD-Hedged) 

CYBR CN (CAD-Hedged) 
CYBR/B CN (CAD-Unhedged) 
CYBR/U CN (USD) 

IHAK US 
XHAK CN (Listing-pending) 

Universe  Global Nasdaq Eligible 
Exchanges 

 Min market cap US$250mm 
 Min 3-mth ADV US$1mm 
 Min free float 20% 

 Global equities (Developed + 
Emerging markets) 

 Min market cap US$200mm 
 Min 6-mth ADV US$2mm 
 Traded on 90% of trading 

days in last 6 months 
 Min free float market cap of 

$1B 

 Global Developed markets 
 Min market cap of 

CAD$100mm  
 Min 3-mth ADV of 

CAD$2mm 

 Global equities (Developed 
+ Emerging Markets) 

 Min market cap of 
US$300mm 

 Min 3-mth ADV of US$2mm 

Index Criteria Companies classified as a 
Cybersecurity company by 
Consumer Technology 
Association 

Companies in various Software 
Services and Communications 
industries (as determined by 
FactSet) that derive 50%+ of 
their revenues from 
cybersecurity activities 

Companies in these FactSet 
RBICS sub-industries: 
 Carrier Edge Network 

Management Equipment 
 Customer Premises Network 

Security Equipment 
 Co-location and Data Center 

Services 
 Government IT Services 
 Network Security Access 

Policy Software 
 Network Security Software 

Companies that derive 50%+ of 
their revenues from Cyber 
Security-related FactSet RBICS 
industries, including Hardware 
and Software Services 

Rebalance 
Schedule 

Reconstituted semi-annually in 
March and September; 
rebalanced quarterly in March, 
June, September, and 
December 

Semi-annually in May and 
November 

Quarterly in January, April, July 
and October 

Reconstituted annually in 
December; rebalanced semi-
annually in June and December 

Weighting Liquidity-weighted, with a 
security weight cap of 6% 

Cap-weighted, with a security 
weight cap/floor of 6% / 0.3% 

Cap-weighted, with a security 
weight cap of 7.5% 

Cap-weighted, with a security 
weight cap of 4% 

Constituents 35 31 57 54 

Source: Index methodology documents and CIBC World Markets Inc. 

From a constituent perspective, the largest-held cyber security equities in this ETF universe are 
Palo Alto Networks, Cisco Systems and Check Point Software. A list of the ten most widely held 
equities held is shown in the Exhibit 6 table, which account for about one-third of the total 
universe. The most held Canadian equity in this universe is Blackberry, ranked 33rd globally. 

Exhibit 6: Cybersecurity ETFs – List Of Top Equities Held Globally, Current 

    USD % of      USD % of 
Rank Name Millions Universe  Rank Name Millions Universe 

1 Palo Alto Networks Inc 708 5.1%  6 Mandiant Inc 456 3.3% 
2 CISCO Systems Inc 571 4.1%  7 Trend Micro Inc 408 2.9% 
3 Check Point Software Tech 571 4.1%  8 Juniper Networks Inc 402 2.9% 
4 Crowdstrike Holdings 558 4.0%  9 CyberArk Software Ltd 392 2.8% 
5 Fortinet Inc 458 3.3%  10 Splunk Inc 372 2.7% 

 Top 5 Largest Holdings Total 2,866 20%   Top 10 Largest Holdings Total 4,896 35% 
 

Source: Bloomberg and CIBC World Markets Inc. 

Blackberry is the most held 
Canadian equity within the 
cyber ETF universe 
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Within CIBC’s Canadian Technology coverage, we highlight Magnet Forensics and CGI as 
best positioned from an increased demand for cyber security services. Magnet Forensics is a 
leading provider of digital investigation tools for public safety and corporate clients. The 
company has recently extended its law enforcement digital forensics solutions into the 
corporate market, including tools to assist with incident response and investigations in cyber 
security incidents.  

CGI is a more complete cyber security provider, with a dedicated cyber security practice of 
1,700 security specialists, and service offerings covering a wide spectrum of cyber security. 
This includes advisory services, security engineering, and managed security services. We 
would also note as the frequency and magnitude of corporate cyber security breaches 
increases, demand for post-incident investigations is also likely to grow. 

  

Magnet Forensics and CGI 
are two of Canada’s leading 
cyber security providers
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Appendix 1: Cybersecurity Questions For Investors 
Exhibit 7: Management Questions – Possible Cybersecurity Questions For Investors To Ask Management 

Questions For Management How To Gauge Management’s Response 

Who is responsible for cyber security?  The CEO should be responsible for driving security governance, investment and planning, but day-to-day 
responsibilities are often delegated. Each employee has a part to play. 

Do you have a current cyber incident response 
plan? Can we see it?  

The plan should detail who is responsible in managing a breach, who else is involved in the process 
(Communications, Legal, IT specialists, etc.) and how current is the plan. 

Can someone in the organization brief me on 
your cyber risk profile?  

In essence, it matters more whether the company can articulate responsibility, which should provide 
information as to how rigorously they’ve thought of their cyber security management. 

How many attacks were seen last 
quarter/month/week?  

The key to a good response here is simply having awareness to the current status. 

What have you learned from previous cyber 
incidents?  

Incidents should be treated as opportunities to learn and bridge the gap. Zero reported threats could easily 
mean breaches are yet to be identified. 

Have any independent tests been done?  
With increasing regulation, it will be paramount for companies to demonstrate their fiduciary duty towards 
stakeholders with a responsible risk mitigation process in place. Third-party verification would limit any 
possible legal/regulatory ramifications from a future breach. 

Is cyber-security classified as one of your 
corporate risks? 

IT risks can often be arcane to the average employee, but the translation of the technical nature of the risk 
needs to transcend to the senior management and the board of directors. 

How much would it cost if you lost all your IT 
systems for a day?  

This is meant to gauge whether senior management has a true understanding of the cost of an IT interruption 
to operations, which is often underestimated. 

What is the most valued information at this firm? Ideally, the company has a more robust data protection system in place around the company’s "crown 
jewels." It also shows management understands where the most impactful breaches are likely to occur. 

What is the annual cyber security budget? Typically, this amounts to about 5% to 10% of an IT budget. 

How is cyber security risk disclosed?  This allows investors to keep up to date with how management is adapting to the nature of cyber security. 

Is there business interruption insurance in place 
to deal with a cyber breach? 

Understanding whether the company is covered in case of a cyber breach will help investors evaluate the 
potential fallout from a possible incident. 

Do you have communication obligations to 
clients, employees, investors, regulators, etc. in a 
cyber breach? Is there legal advice to guide you? 

Understanding roles and responsibilities should allow for clear and concise messaging to customers, the 
investment community and regulators in case of an incident. This should help reduce volatility and 
speculation on share price should an event ever occur. 

Do you have a back-up site in place? Effectively, what is Plan B? 

Are employees well-versed as to how to deal 
with a cyberattack?  

This question should help provide color as to how well the risk is understood across the organization. If an 
employee’s system is overtaken by malware, does he/she know what to do? 

Is there a call-tree/contact list in place?  Should be easily accessible so as not to waste time in bureaucracy in case of an actual cyber event. 

Has the firm undertaken fire drills to test the 
response plan?  

Practice makes perfect, and routine mock exercises should be run to test operational procedures. 

Does the company participate in industry 
forums?  

Hacktivists are extremely sophisticated and often state-sponsored. Shared learning and best practices are a 
way to stay ahead of the curve. 

What are the top five cyber risks you face today?  The ability to specifically pinpoint risks should provide reassurance the company has spent the time to think 
this through. It also can gauge how the company sees the risks evolving over time. 

 

Source: CIBC World Markets Inc. 
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Appendix 2: Notable Cyber Security ETFs Trading Statistics 
Exhibit 8: Cyber Security ETFs – Notable Cyber Security ETF Trading Statistics, Current 
  Total NAV Return (Local Currency)   NAV Return Volatility   Avg Spread 

Ticker 4wk YTD 1yr 3yr 5yr   3mth 1yr   20day 

North America-Listed 

CIBR US Equity 6.92 -3.24 19.7 85.31 149.23  30.4 20.59  0.09% 

HACK US Equity 5.79 -5.23 2.51 48.17 107.46  27.28 19.54  0.21% 

BUG US Equity 10.3 -0.98 18.32 na na  33.69 25.31  0.23% 

IHAK US Equity 4.39 -5.29 6.84 na na  30.71 20.94  0.14% 

CYBR CN Equity 7.22 -5.96 0.5 69.15 na  38.71 25.62  0.47% 

WCBR US Equity 7.13 -7.83 6.28 na na  43.77 30.41  0.50% 

CIBR CN Equity 6.81 -3.51 19.43 na na  32.28 19.77  0.14% 

HBUG CN Equity 10.66 -0.36 na na na  na na  0.38% 

Internationally-Listed 

USPY LN Equity 3.66 -6.48 0.31 51.69 128.08  28.36 19.47  0.33% 

HACK AU Equity 3.47 -4.45 26.71 77.22 153.69  33.35 18.26  0.24% 

CIBR LN Equity 6.86 -3.3 19.44 na na  30.06 20.61  0.48% 

CYBR LN Equity 2.72 -9.29 -1.45 na na  29.05 22.11  0.54% 

HRLF204 IT Equity 2.8 -8.94 na 34.73 na  27.11 22.04  0.69% 

WCBR LN Equity 7.12 -7.85 6.16 na na  44.37 30.42  0.57% 

00875 TT Equity 8.23 -6.71 -3.38 na na  25.42 19.25  0.18% 
 
 

Source: Bloomberg and CIBC World Markets Inc. 
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