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An ESG Threat & Opportunity 

Our Conclusion 

AI has been the hot topic in tech for 2023, and we believe it’s safe to say 
we’ve officially entered the ‘Age of AI’. With that context, we attempt to 
assess the impact of widespread use of AI tools on the three prongs of ESG, 
with a focus on generative AI. While the technology sector has historically 
been favoured by ESG-conscious investors, we see potential for broad-
based adoption of GenAI to impact the tech sector’s “ESG-friendly” 
reputation when it comes to energy consumption, workplace composition, 
cybersecurity and data privacy. On the other hand, we also see potential for 
the technology to provide opportunity to improve the environmental, social, 
and governance ratings of tech companies if applied in the right areas.  

Key Points 

Environmental Impact Is A Twofold Problem: Data centres are well 
known to require massive amounts of electricity to power their servers and to 
run the significant cooling systems needed to support them. As generative AI 
becomes more commonly adopted, the widespread use and training of these 
models is expected to have an impact on the environmental footprint of data 
centres. Large language models (LLMs) require substantial levels of energy 
to train, and require memory storage for the data they are fed as well as the 
data they produce. More energy means more heat generated by the data 
centres that house these AI systems, which leads to increased water 
consumption from additional cooling. However, research has shown that the 
choice of energy supplying the cloud data centres for LLMs can significantly 
reduce the carbon footprint. 

AI Will Change The Workplace: The social component of ESG places 
heavy emphasis on workforce composition, specifically gender and diversity 
targets. It is no surprise that generative AI will disrupt the workforce; 
however, the impact is likely to be felt disproportionately within certain 
occupations and demographics. Beyond job displacement, many 
occupations will see changes in the skills needed to perform day-to-day 
tasks. Over the next few years, employees across many functions will likely 
be required to understand how to work and interact with AI. On the flip side, 
AI is also expected to generate new jobs centred around AI implementation, 
training, and maintenance. 

Privacy Concerns Are On The Rise:  Concerns around personal data 
privacy have been on the rise for years as businesses, particularly tech 
companies and social media platforms, have increased the amount of 
personal data they are collecting. This concern is not entirely unfounded. 
The most common type of data stolen in data breaches continues to be 
customer and employee personal identifiable information. As generative-AI 
models become more widely used and more and more personal data is 
stored, we expect increased regulation around data privacy and 
cybersecurity incidents as the world races to regulate AI. In the U.S., 
Biden’s AI Executive Order is the first example of this. 
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Artificial Intelligence Vs. Data Analytics  
The AI frenzy has resulted in the term “AI” being misused often. It is important to distinguish 
between AI and analytics before discussing the ESG impact of AI. Different than data 
analytics, pure AI is able to make assumptions, to test, and to learn on its own. AI systems 
are dynamic, improving as they analyze more data and learn from experience. 

Data Analytics 
Traditional data analytics involves the aggregation of vast volumes of data in order to report 
results, find patterns or identify relationships. Data analytics does not make its own 
assumptions and functions by traditional scientific method: an individual makes an 
assumption (forms a hypothesis); data is collected to test the theory; and if the theory is 
validated or proven, then more testing is performed on additional data.  

Predictive Analytics 
Predictive analytics is the next step after data analytics. Predictive analytics uses collected 
data, often from a variety of sources, to predict some future outcome. Companies often use 
predictive analytics to gain further insight into areas such as customer behaviour. A key 
distinction between predictive analytics and AI is that traditional predictive analytics still 
requires human interaction to create and test its assumptions, and the algorithms still require 
a pre-determined set of rules (i.e., humans form the assumptions). 

Machine Learning  
Machine learning is the next leg up from predictive analytics, and it is where artificial 
intelligence truly starts. In machine learning, the system can make its own assumptions, test 
them and learn from them. The algorithm is simply provided the data and is not told what to 
look for in the data. Machine learning models are designed to continuously learn and evolve 
from mistakes as they process more data.   

Generative AI 
Generative AI, which builds on machine learning and is what’s really behind the recent “AI 
boom”, is a machine-learning-based content generation model. Users enter data or a 
question into the system, and the system generates newly synthesized content such as text, 
images, video, sounds, or animations. Generative-AI models can learn unsupervised, taking 
a large set of unlabeled data to form foundation models. The early foundation models, 
sometimes also called general-purpose AI, are GPT-3, GPT-4, BERT, T5 and DALL-E, and 
can be built upon to develop more advanced and complex models: ChatGPT was built on 
GPT-4. 

  



AI In Tech - November 30, 2023 
 

3 
 

 

Environmental: More Data = More Energy & Water 
Data centres consume massive amounts of energy, and the need for more of them has been 
steadily increasing over the past few years thanks to the growth of cloud-based technologies 
and the increase in remote work. According to data from the International Energy Agency (IEA), 
global data centre electricity consumption in 2022 was estimated to be between 240-340 TWh, 
or around 1%-1.3% of global final energy consumption (excluding energy used for 
cryptocurrency mining). Overall global energy consumption has increased significantly in recent 
years, and data centre energy usage is a key contributor to that. Energy consumption from data 
centres increased in the range of 20%-70% over 2015 to 2022 (Exhibit 1). A notable statistic 
from the International Energy Agency (IEA) is that combined electricity use by tech giants 
Amazon, Microsoft, Google, and Meta has more than doubled from 2017 to 2021.  

Exhibit 1: Global Trends In Digital And Energy Indicators, 2015 Vs. 2022 
 

2015 2022 Change 

Internet Users 3 Billion 5.3 Billion 78% 

Internet Traffic 0.6 ZB 4.4 ZB 600% 

Data Centre Workloads 180 million 800 million 340% 

Data Centre Energy Usage (excluding 
crypto) 

200 TWh 240-340 TWh 20%-70% 

Crypto Mining Energy Use 4 TWh 100-150 TWh 2300%-3500% 

Data Transmission Network Energy 
Use  

220 TWh 260-360 TWh 18%-64% 

Source: IEA and CIBC World Markets. 

Data centres are projected to continue to increase in their electricity consumption, both from 
increased computing capacity and the addition of more data centres globally. According to 
research conducted at the University of Twente and published by Elsevier, electricity usage 
of data centres is projected to increase to close to 1,000 TWh by 2030, as displayed by the 
chart in Exhibit 2.  
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Exhibit 2: Global Data Centre Electricity Usage, 2016-2030E 

 

Source: Elsevier, Applied Energy, Volume 291, June 2021. 

The United States has the largest share of data centres globally, at 33%, per the circle chart 
in Exhibit 3. As of 2021, there were ~8,000 data centres globally, with ~2,600 data centres in 
the U.S. Using the IEA’s reported 2022 global data centre energy consumption average of 
290 TWh, and assuming 8,000 data centres globally (while also assuming even consumption 
across each, which is unlikely considering differing electrical grids as well as the varying 
sizes of each data centre), one data centre consumes approximately 3,600 MWh annually on 
average.  

Exhibit 3: Share Of Global Data Centres By Major Country (%) 

 

Source: CloudScene and CIBC World Markets. 

  

United States, 33%

United Kingdom, 6%

Germany, 5%

China, 5%Canada, 3%Netherlands, 3%
Australia, 3%

France, 3%
Japan, 3%

Russia, 2%

Mexico, 2%

Brazil, 2%

Italy, 2%

India, 2%

Other, 26%



AI In Tech - November 30, 2023 
 

5 
 

 

AI Is An Energy Intensive Business  
As advanced AI tools become more common, energy consumption is set to climb sharply due 
to the requirements of AI applications, specifically generative-AI models which burn more 
energy than conventional software given the additional compute power required. Generative-
AI models run on GPU chips which require 10-15 times more energy than traditional CPU 
chips. GPU chips, or graphics processing units, are used in a wide range of applications but 
are most well known for their use in gaming for graphics and video rendering. They’ve now 
become popularized for generative AI for the rendering of images, animations and other 
outputs. GPU chips are designed to break down complex tasks into smaller subtasks that can 
be continuously performed – necessary for AI models, which require running computations on 
massive amounts of data quickly.  

The generative-AI sector is growing incredibly fast and has limited transparency given its 
relative lack of regulation so far. As such, it is difficult to estimate the environmental impact of 
generative-AI models; however, researchers are currently suggesting that AI’s carbon 
footprint could be as bad or worse than crypto mining. To put that into context, crypto mining 
consumed 100-150 TWh in electricity in 2022 based on data from the IEA. Research from 
Gartner also suggests that if current AI practices remain unchanged, the energy needed for 
machine learning training, data storage and processing could account for 3.5% of global 
electricity consumption by 2030. However, we believe GenAI is much more likely to create 
value compared to crypto mining. 

Determining the overall environmental impact is further complicated by the fact that the level 
of emissions depend on what type of power feeds the grid of the data centre running the 
model, driving large variations. The type of model being run and the number of parameters 
on which it is trained are also factors. That being said, research conducted by Dr. Sasha 
Luccioni, AI Researcher & Climate Lead at HuggingFace Inc., estimated that training 
OpenAI’s GPT-3 model consumed 1,287 MWh, which is roughly equivalent to the annual 
household energy consumption of 120 U.S. homes. Data from this study is summarized in 
Exhibit 4 below. 

Exhibit 4: Environmental Impact Of Machine Learning Models 

Model Number Of 
Parameters 

Datacentre Power 
Usage Effectiveness 
(PUE) 

Grid Carbon Intensity Power 
Consumption 

CO2 
Equivalent 
Emissions 

CO2 
Equivalent 
Emissions X 
PUE 

Gopher 280B 1.08 330 gCO2eq/kWh 1,066 MWh 352 tonnes 380 tonnes 
BLOOM 176B 1.20 57 gCO2eq/kWh 433 MWh 25 tonnes 30 tonnes 
GPT-3 175B 1.10 429 gCO2eq/kWh 1,287 MWh 502 tonnes 552 tonnes 
OPT 175B 1.09 231 gCO2eq/kWh 324 MWh 70 tonnes 76.3 tonnes 

Source: Luccioni et al., 2022. 

The bar graph in Exhibit 5 compares the carbon emissions from each of the models tested 
relative to real-life examples. Notably, training GPT-3 emits carbon emissions equivalent to 
the lifetime emissions of almost 100 people. Research suggests that GPT-4 is trained on 570 
more parameters than GPT-3, meaning the total energy usage for GPT-4 (the foundation 
model for ChatGPT) is likely much higher. 
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Exhibit 5: CO2 Equivalent Emissions By Machine Learning Model, 2022 

 

Source: Stanford University AI Index 2023 Annual Report and CIBC World Markets. 

Thirsty For Fresh Water  
While the electricity consumption from data centres is a key concern, experts estimate that 
electricity only represents ~10% of data centre CO2 emissions. The remainder comes from 
their infrastructure, including building and cooling systems. Given the large amount of energy 
that data centres require, they generate a lot of heat – which in turn requires cooling in order 
to prevent systems from overheating, failing, or catching fire. Currently there are two options 
used for cooling these systems: traditional air conditioning and evaporative cooling, which 
involves large quantities of water. Most data centres use evaporative cooling as it is less 
expensive than air conditioning. Data centres also pull from clean, freshwater sources in 
order to avoid corrosion or bacteria growth from seawater and to control humidity, meaning 
the available water supply in some regions for cooling is already a scarce resource. 

Taking one tech giant as an example, Google currently has 14 data centres spread out 
across North America, and the company reported that it consumed 5.2 billion gallons of water 
for its data centres in 2022, a 20% increase over 2021 levels. Several of Google’s data 
centres are also located in warm states such as Texas, meaning they require even more 
water to cool. AI model training is expected to increase this number. Research suggests that 
training for GPT-3 alone consumed 185,000 gallons of water, and an average user’s 
conversation with GPT-3 is the equivalence of dumping out a large bottle of water. GenAI 
models run on thousands of high-speed GPU chips and, put simply, the faster the processing 
power of the chips, the hotter they become and the more cooling is required. The bar charts 
in Exhibit 6 show the current estimated global water usage by country and the projected 
global data centre water consumption in millions of gallons per day, to 2030. 
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 Exhibit 6: Current Global Water Usage By Country (Left); Projected Global Data Centre Water Usage, 2015-2030E (Right) 

 

 

 

 
 

Source: Water Footprint Network, Bluefield Research, and CIBC World Markets. 

Searching For Greener Energy Sources For Hyperscalers  
Despite these data points, it should be noted that most of the tech giants have recently set 
carbon-free energy targets following increased scrutiny for their water consumption. As global 
climate conditions worsen and water scarcity becomes a more pressing concern, water 
conservation from data centres has become an essential aspect of data centre sustainability. 
Google has pledged to operate on 24/7 carbon-free energy by 2030, and a blog post from 
November 2022 detailed some methods the company plans to use to achieve this target. 
Google reported that the company uses reclaimed or non-potable water at 25%+ of its data 
centre campuses by recycling local municipal wastewater. AWS has pledged to be water 
positive by 2030, returning more water than it uses, and Microsoft has pledged the same 
despite the company’s water consumption jumping 34% Y/Y in 2022 due in part to 
generative-AI workloads. 

As the cloud transition continues and we enter the ‘Age of AI’, the importance of the energy 
source for cloud providers will become even more important in reducing the carbon footprint 
of AI. Research from Menlo, which surveyed 450 enterprise executives across the U.S. and 
Europe, revealed that enterprise buyers of AI spend 35% of their infrastructure dollars on 
foundational models like those from OpenAI and Anthropic, and that most enterprises 
purchase off-the-shelf models with only 10% of enterprises pre-training their own models. 
Researchers from Google and the University Of California, Berkley found that the geographic 
location for machine-learning workload scheduling can result in carbon emissions varying by 
5x-10x, even within the same country and the same organization given differences in the 
fraction of carbon-free energy and resulting CO2 emissions.  

Providers of the large foundation models will have the largest footprint, given the energy 
needs discussed above and the expectation that most companies will use existing LLMs from 
large vendors or cloud providers. With this context, the energy source of hyperscalers’ data 
centres can make a significant difference to total AI energy consumption. For example, 
Google is currently building a $735 million data centre in Quebec, where the electricity grid is 
almost 100% renewable power (94% hydro and 5% wind), and has made commitments to 
shift to 24/7 carbon-free energy by 2030. 
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Applying Generative AI To Optimize Renewable Energy  
Generative AI is being applied across multiple industries to further scientific research, and 
environmentalism is no exception. AI can be used to predict energy demand, help optimize 
solar and wind farms, and advance power grid reliability. Demand-forecasting AI tools are 
now being used to predict when demand spikes will occur, discharging energy to keep 
customers’ grid-supplied electricity below a set point, and helping to control costs. 

IBM recently developed a program for the U.S. Department of Energy Efficiency & 
Renewable Energy’s SunShot Initiative, using self-learning weather models trained on 
datasets of historical weather data and real-time measurements from local weather stations, 
satellite imagery and cameras, to drive a 30% improvement in the accuracy of solar 
forecasting which helped decrease electricity generation costs. Some other examples of AI 
being used to improve the environment include:  

• DroneDeploy is using AI to assess solar farm layouts to maximize energy generated per 
site and to monitor the health of solar panels and other equipment. 

• The Edge Company is tracking endangered birds near offshore wind farms to provide 
operators with real-time suggestions to help prevent collisions and shutdowns.  

• Eneryield is using AI to detect signal anomalies in undersea cables and predict 
equipment failures. 

• Open Climate Fix has built transformer-based AI models trained on satellite data used to 
predict weather patterns and improve predictions of solar energy generation by 3x.  

• Tying optimization back to data centres, software company Ecolibrium uses IoT, artificial 
intelligence and machine learning to measure ~280 different points across data centre 
facilities and create a digital twin, which identifies whether the centre operates efficiently 
and suggests ways to reduce energy, emissions, water and costs. 

How Our Coverage Scores  
Within our coverage, 69% of companies provide ESG reports. The majority are guided by 
either Sustainability Accounting Standards Board (SASB) standards or Task Force on 
Climate-related Financial Disclosures (TCFD) framework, and 30% of our companies include 
an SASB Index referencing the applicable standards within their report. Within our coverage, 
Open Text, CGI, and Docebo score the highest in terms of environmental disclosures, and 
Kinaxis and Softchoice are also among the strongest, demonstrating that strong ESG 
governance can be achieved within smaller companies. The table in Exhibit 7 details the 
environmental metrics disclosed for our coverage. 
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Exhibit 7: Software & Services – Disclosure Of Environmental Metrics, 2022 

  Environment Disclosure Data Availability Targets 

Company Name ESG 
Report 

Guided 
By 

SASB 
Or 

FCFD  

SASB 
Disclosure GRI  

TCFD 
Disclos

ure 
UN 

SDGs 
Energy 
Usage 

Water 
Consumption 

Waste 
Management 

GHG 
Emission 
Reduction 

Energy 
Reduction 

Net-
zero 

Goals 

Altus Group 
Limited Y Y N N N N Y Y N N N N 

Constellation 
Software Inc. N N N N N N N N N N N N 

Converge 
Technology 
Solutions Corp. 

N N N N N N N N N N N N 

Docebo, Inc. Y Y Y N N Y Y Y N Y Y Y 

Descartes 
Systems Group 
Inc. 

Y Y N N N N N N N N N N 

Enghouse 
Systems Limited Y N N N N N N N N N N N 

CGI Inc. Class A Y Y Y Y N Y Y Y Y Y Y Y 

Kinaxis, Inc. Y Y Y N Y Y Y N N N N N 

Open Text 
Corporation Y Y N Y Y Y Y Y Y Y Y Y 

Softchoice 
Corporation Y Y Y Y Y Y Y N Y N N N 

Dye & Durham N N N N N N N N N N N N 

Information 
Services Corp N N N N N N N N N N N N 

TELUS 
International 
(CDA), Inc. 

Y N N N N Y Y Y N Y Y Y 

Source: Company reports, FactSet and CIBC World Markets Inc. 

Social: Will AI Change The Workplace? 
The “S” in ESG has long been associated with areas such as workforce composition, 
diversity targets, human rights, and health and safety. When generative AI went mainstream, 
it brought about the same concerns that are always raised when new technologies are 
debuted, namely that AI would lead to job losses. In fact, the World Economic Forum 
released an article in October 2020 estimating that AI would likely eliminate 85 million jobs 
globally by 2025. However, the same article also surmised that AI would generate 97 million 
new jobs. Given current generative-AI use cases (listed in Exhibit 8), it is estimated that jobs 
high in automation, routine and repetition (e.g., retail sales or clerical work) are the most 
exposed to displacement. Within that context, a key area of concern is AI’s impact on gender 
diversity. 
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Exhibit 8: Common Generative-AI Use Cases 

Language Visual Auditory 
Content Marketing  Video Generation Music Generation 
Note Taking 3D Models Voice Generation 
Gene Sequencing  Design   
Code Development  Image Generation   
Essay Generation     

Source: Nvidia and CIBC World Markets. 

A study from Statistics Canada published in 2020 found that 44.4% of women in the paid 
workforce faced a moderate to high risk of automation-related job transformation, compared 
to only 34.8% of men. This disadvantage could be in part due to the higher number of women 
employed in business, finance and administration operations relative to men, as well as sales 
and service operations, with the two accounting for roughly ~50% of the female workforce (as 
illustrated by the bar chart in Exhibit 9). These two categories capture retail sales and clerical 
work, both potential candidates for AI-related displacement.  

Exhibit 9: Statistics Canada Distribution Of Adult Workers In Canada By Gender, 2016 

 

Source: Statistics Canada and CIBC World Markets. 

The bar chart in Exhibit 10 shows the probability of facing automation-related job 
transformation for men vs. women as found by a Statistics Canada study. Results showed 
that women were far more likely to face a moderate to high (50%-70%) risk of job 
transformation vs. men, with 44.4% of women in this category vs. 34.8% of men. 
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Exhibit 10: Statistics Canada Distribution Of Predicted Automation Risk By Gender 

 

Source: Statistics Canada and CIBC World Markets. 

This data is consistent with other studies on the topic, including a recent article published by 
Princeton University that suggested high-income, white-collar jobs were the most exposed to 
changes from generative AI. The study further concluded that developing policy to help 
minimize any disruptions from AI job losses will be important, as the effects of generative AI 
will most likely disproportionately impact certain demographics and occupations. 

AI Will Create New Jobs Too 
So far, we’ve seen some large corporations like IBM and BT Group cut jobs in favour of 
artificial intelligence. IBM announced plans to halt hiring and replace 7,800 jobs with AI over 
the next five years, and BT Group stated it expects to replace 10,000 jobs with AI by 2030. In 
a year where tech layoffs are already at all-time highs, AI is being seen as a helpful cost-
cutting tool. Although headlines such as “AI could replace 85 million jobs” have continued to 
fuel fears of an AI takeover, it’s important to consider that the World Economic Forum also 
estimated AI would create 97 million jobs. 

Widespread adoption of AI tools has accelerated demand for data scientists and engineers 
globally. However, the newness of the technology combined with its rapid adoption across all 
industries should lead to the emergence of new job positions, such as those focused on AI 
implementation, training, and maintenance. While many industries have been adopting 
machine learning technology for years, the emergence of generative-AI tools provides 
opportunities for even low-automation sectors to benefit from the technology. A report from 
PwC UK on job creation and displacement from AI estimated that the healthcare industry will 
benefit the most from the use of AI. The bar chart in Exhibit 11 details the estimated 
displacement and creation across industries. 
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Exhibit 11: PwC Estimated Job Displacement & Creation From AI, 2017-2037 

 

Source: PwC and CIBC World Markets. 

In total, AI and related technologies are projected to create as many jobs as they displace 
over 2017-2037; however, the impact by sector will vary. PwC estimates the health and social 
work sectors could see employment increase by around 20%, though this is in part due to an 
expectation that healthcare will be increasingly in demand as society becomes wealthier and 
the population ages.  

New Tech Means New Skills 
While healthcare jobs are at a lower risk of being eliminated by AI jobs, the sector may still 
face substantial changes in cases where machine learning is introduced. Some of the ways 
we’ve already seen healthcare organizations embrace AI include the following:  

• 24/7 virtual health assistants and chatbots 
• drug discovery 
• AI-assisted robotic surgery  
• AI-assisted clinical diagnosis  
• automated workflow and administrative tasks 

As AI assistance becomes more and more common in the healthcare sector, familiarity with 
AI tools will likely become a requirement for healthcare professionals. This will likely include 
understanding AI algorithms, and more specifically their limitations and biases. As AI handles 
more repetitive tasks and the analysis of data, it is expected that doctors and nurses will be 
able to spend more time on patient care. The concept of using AI-based technologies in 
healthcare provides an appropriate segue into our final topic: privacy and data protection.  

Strong Diversity Disclosure  
Our covered companies have relatively strong disclosure on diversity and inclusion.  
Approximately 60% of them have set specific minimum targets for women or visible minority 
representation on the Board or management. Our coverage has on average 38% women 
directors, 32% women employees, and 30% employees of a visible minority as shown in the 
table in Exhibit 12.  
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Exhibit 12: Software & Services – Disclosure Of Diversity Metrics, 2022 

Company Name Diversity Targets? % Women 
Directors 

% Women 
Employees % Visible Minority 

Altus Group Limited Y 50% 28% 26% 

Constellation Software Inc. N 38% 36% 30% 

Converge Technology Solutions Corp. Y 33% 26%* 8%* 

Docebo, Inc. Y 29% 14%** N/A 

Descartes Systems Group Inc. N 40% 31% 26% 

Enghouse Systems Limited N 43% 29%** N/A 

CGI Inc. Class A Y 31% 34% 48%*** 

Kinaxis, Inc. Y 43% 28% 40% 

Open Text Corporation Y 36% 30% 27% 

Softchoice Corporation N 25% 39% 33% 

Dye & Durham Y 14% 22%** N/A 

Information Services Corp N 30% 56%** N/A 

TELUS International (CDA), Inc. Y 80% 50%** 13%** 

Note: board representation as of current board; all other data as of most recent ESG Report or Circular. 

* Represent number in management positions    
** Represents number in executive positions.    
*** U.S. only     

Source: Company reports, FactSet and CIBC World Markets Inc. 

 
Governance: Privacy Please 
As we know, AI systems require vast amounts of data to train their algorithms. Depending on 
the model’s intended use, some of that data may be personal, sensitive and confidential. 
Concerns around personal data privacy have been on the rise for years as businesses, 
particularly tech companies and social media platforms, have been reporting increased 
personal data collection. This concern is not entirely unfounded; the most common type of 
data compromised in data breaches continues to be customer and employee personal 
identifiable information (PII), with 52% of cases reported in 2023 involving customer PII and 
40% of cases involving employee PII according to data from IBM. 

Data Breaches And Their Resulting Costs Continue To Rise 
According to data from the Identify Theft Resource Centre (ITRC), 2021 represented the 
largest number of publicly reported data compromises in a single year in the United States, at 
1,862 compromises. Year over year, the number of compromises reported in 2022 was 
relatively flat at 1,802; however, the estimated number of victims, 422 million, jumped 
significantly Y/Y. The bar graph in Exhibit 13 shows the number of compromises and 
estimated number of victims for the last six years.  
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Exhibit 13: Annual Data Comprises Reported In The U.S., 2017-2022 

 

Source: Identify Theft Resource Centre, 2022 and CIBC World Markets. 

These data breaches are becoming increasingly costly to organizations. Since 2020, the 
average total cost of a data breach has increased 15.3%, reaching an all-time high in 2023 at 
$4.5 million according to IBM’s 2023 Cost of Data Breach Report. The average cost for a 
data breach in the U.S. specifically is even higher, at an estimated $9.5 million for 2023. In 
Canada, it was $5.6 million. 

Exhibit 14: Global Average Total Cost Of A Data Breach, 2017-2023 

 

Source: Ponemon Institute, IBM and CIBC World Markets Inc. 
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(i.e., cloud and on-premises). Cloud breaches incurred even higher costs, averaging $4.75 
million. The largest percentage of breaches involved data stored across multiple 
environments, accounting for 39% of breaches in 2023, a number we expect will rise as the 
cloud transition continues. 

Beyond that, the data used to train generative-AI systems as well as the data produced by 
them are likely to be stored on public or private cloud.  For providers of the foundation 
models, we expect that most, if not all, rely on public cloud infrastructure for data storage; 
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OpenAI’s ChatGPT, Codex and DALL-E 2 use Microsoft Azure’s cloud infrastructure to run 
their compute, storage, database and networking requirements. 

Users Are More Concerned About Their Data 
KPMG’s 2022 Corporate Data Responsibility Survey revealed an unsurprising statistic: data 
privacy is a growing concern for 86% of survey respondents. Approximately 68% of those 
respondents indicated they feel the level of data collection by companies is concerning. A 
further 64% of respondents said they believe companies are not doing enough to protect 
consumer data, and ~40% said they did not trust companies to use their personal data 
ethically. 

The AI frenzy has done nothing to slow this growing concern. Given the data-centric nature of 
AI systems, concerns have been raised around the collection and storage of information used 
by them. While the data used by generative-AI models varies by industry, in many cases 
training the data could include PII such as individuals’ names, social insurance numbers, 
home addresses, medical histories, and banking or other financial information. For foundation 
generative-AI models, what an individual types into the chat interface matters as well. 
According to an FAQ page published by OpenAI, the company saves and stores ChatGPT 
conversations for future analysis. This could cause serious privacy issues should confidential 
documents be fed to ChatGPT for proofreading or summarizing, for example.  

The main way to address the increasing risk of personal, private, or confidential information 
being compromised is through increased regulation. ChatGPT has already faced regulatory 
troubles: the EU is scrutinizing the application under its General Data Protection Regulation 
(GDPR), and Italy banned access to the service earlier this year after accusing OpenAI of 
violating GDPR. Meanwhile, Canada is evaluating privacy concerns under the Personal 
Information Protection and Electronics Documents Act (PIPEDA). More recently, President 
Biden unveiled the U.S.’s first AI Executive Order, designed to place safeguards around the 
use and development of AI, with a key priority centred around cybersecurity and consumer 
privacy protection.   

We expect privacy regulation to continue to grow (and fines to increase). GDPR fines for 
violations can be up to €20 million or up to 4% of total global revenue, whichever is higher. 
The bar graph in Exhibit 15 details the top 10 GDPR fines over the last four years.  

Exhibit 15: Top 10 GDPR Fines, 2019-2023 

 

Source: Skillcast and CIBC World Markets Inc. 
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Adopting Artificial Intelligence In Cybersecurity Is Actually A Benefit  
While widespread AI adoption poses additional personal privacy concerns, the effect of 
extensive use of AI in security and automation has actually been shown to reduce data 
breach costs and minimize the time to identify and contain security breaches, according to 
data from IBM. The use of machine-learning driven insights was identified as a cost mitigator 
to data breaches, with breaches reported by organizations using these tools having an 
average cost of approximately $225,000 less than the 2023 mean (Exhibit 16). 

Exhibit 16: Impact Of Key Factors On Total Cost Of A Data Breach, 2023  

 

Source: Ponemon Institute, IBM and CIBC World Markets Inc. 
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million less in data breach costs compared to organizations that didn’t use those capabilities. 
More importantly, they were able to identify and contain a breach in 214 days, 108 days 
fewer than those with no use.  The bar graph in Exhibit 17 shows the estimated cost of a data 
breach for organizations by security AI and automation usage level. 
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Exhibit 17: Cost Of A Data Breach By Security AI And Automation Usage Level, 2023 

 

Source: Ponemon Institute, IBM and CIBC World Markets Inc. 
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Exhibit 18: Software & Services – Disclosure Of Cybersecurity Data, 2022 

Company Name 
Alignment with National 

Institute of Standards and 
Technology (NIST) Cyber 

Security Framework? 
Compliance Certifications Data privacy controls 

Compliance? Data Breach Disclosure? 
Disclosure on 

Employee 
cybersecurity 

training? 
Altus Group Limited Y ISO 27001 GDPR, PIPEDA, CCPA N Y 

Constellation Software 
Inc. Y ISO 27001, HITRUST, PCI 

DSS, SOC-2 PCI DSS, PIPEDA, GDPR N Y 

Converge Technology 
Solutions Corp. Y N/A N/A N N 

Docebo, Inc. N ISO 27001, AICPA/ISAE 
3000 SOC-2 

EU-US and Swiss-US Privacy 
Shield Certification Y N 

Descartes Systems Group 
Inc. Y ISO 27001, SOC-2 GDPR, US FTC Privacy Act, 

PIPEDA N Y 

Enghouse Systems 
Limited N N/A N/A N N 

CGI Inc. Class A Y ISO 27001, 27701 at 44 
sites EU BCRs Y Y 

Kinaxis, Inc. Y ISO 27001, SOC-1, SOC-2 GDPR, PIPEDA, US FTC 
Privacy Act Y N 

Open Text Corporation Y ISO 27001 GDPR N Y 

Softchoice Corporation N N/A GDPR, CCPA, PIPDEA N Y 

Dye & Durham N N/A N/A N N 

Information Services Corp N ISO 27001 N/A N N 
TELUS International 

(CDA), Inc. N ISO 27001, HITRUST, 
SOC-1, SOC-2 N/A N Y 

Source: Company reports, FactSet and CIBC World Markets Inc. 

Conclusion  
Overall, despite the risks that widespread AI use poses to environmental, social, and 
governance factors, we see significant opportunity for the technology to benefit these areas. 
While the technology is expected to drive higher energy consumption and create job 
disruption, we expect the benefit of using AI to improve energy efficiency and job productivity 
to outweigh these risks. Regarding data protection, despite fears that increased AI use places 
more personal data at risk, we expect the technology to be widely adopted by cybersecurity 
teams to improve the speed and accuracy of data breach detection, reducing costs over the 
long term.   
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